
Privacy Policy

This Policy was last updated 17.2.2023

This is the Privacy Policy (‘Policy’) for the EDUDATA (“Service”), which is run and provided by
Cloudpoint Oy (“we”, “our” , “us” etc. and “Company”). Cloudpoint Oy is a Finnish company limited by
shares located at Kuortaneenkatu 2, 00510 Helsinki with the registration number 2325703-6.

We can also be contacted at privacy@cloudpoint.fi

We process personal data in accordance with the Data Processing Agreement (DPA) between
Cloudpoint Oy and the Provider of the Education (‘’Customer’’). With this Policy we define our processing
activities to the end user. In the event of a contradiction between this Policy and the provisions of the
DPA, the DPA shall prevail.

At the beginning of this Policy, a plain-language summary has been made for students. Below is a more
detailed, thorough explanation of how we process personal data, for what purposes, to whom the data is
shared, how the processing is monitored, and what rights the data subjects have.

mailto:privacy@cloudpoint.fi


A plain-language summary of the Policy for Students

1. About us in general
a. We at Cloudpoint support the providers of the education in data protection matters. We

have more than 10 years of experience in providing services for the education sector.
b. EDUDATA consists of four (4) services but it is dependent on the Customer’s service

package. The purpose of the Service is to ensure and assess that students' personal data
is being processed in accordance with the law, in a transparent manner, and only to the
extent that is necessary.

2. Types of personal data that we process about the students and the purposes for which we
process them?
Students' personal data are processed in the Edudata.io service.

The following categories of personal data is being processed in the service:

● First name
● Last name
● Email address
● IP-address
● Login data
● Browser details
● Device Data
● 3rd party service login information
● Edudata ID
● language
● User creation date
● User last login
● Profile picture
● Role of the user
● Organisation (Customer name) name and domain

a. The personal data is being processed for the provision of the service. The provider of the
education (e.g. the Municipality, Town, School) defines the purposes for which the
personal data is being processed in Edudata services. We process students' data only in
accordance with the instructions of the provider of the education. We will not use the
personal data for any other purposes than those that the provider of the education has
determined.

3. What rights do you as a student have?
a. You have the rights guaranteed by the General Data Protection Law, such as the right to

access the data that is processed about you.
b. How to employ your rights?

i. You may exercise your rights by contacting the provider of the education. School
personnels may instruct further to whom you can express a request to exercise
your rights.

4. How long do we process your personal data?
a. We will process your personal data as long as you are a student at the educational

establishment. The data is also deleted in 180 days in a situation where the provider of
the education stops using the Edudata service.



b. User data is deleted from the user database automatically when 366 days have passed
since the last login information was updated to the system

c. Edudata system log data is stored no longer than 30 days

5. If you have any further questions please read the Policy in full length below.



Edudata.io Privacy Policy

1. About us in general
1.1. Cloudpoint works as a service provider for the providers of the education and for

educational institutions. We have more than 10 years of experience in providing services
for the education sector.

1.2. We have developed and offer EDUDATA, which is intended for evaluating digital services
that are being used in education. The evaluation is based on a data protection impact
assessment, and on the service’s suitability to be used in education.

1.2.1. Edudata Service supports the provider of the education in maintaining an
up-to-date documentation of the processing of students personal data in various
services that are being used in education

1.2.2. EDUDATA may consist of four (4) services; Edudata Compliance, Edudata
Compliance Service, and Edudata Transparency as well as Edudata Security
depending on the Customer’s service package.

1.2.2.1. Edudata Compliance – consists of the Edudata platform and the list of
services used in education.

1.2.2.2. Edudata Compliance Service – a consultation service with which the
Customer can map and manage the risks related to the use of digital
educational services and submit the services for an evaluation.

1.2.2.3. Edudata Transparency – a transparency tool. A student can see the digital
services that are accepted to be used by the provider of the education, the
data processed in these services, the period for which the data is being
processed (retention period), for which and when has the user logged in
with their EDU credentials.

1.2.2.4. Edudata Security collects first- and second-level login data from separately
defined learning environments and, after pseudonymization, stored in a
database owned and managed by the provider of the education. The
product also offers analytics tools for the collected data.

1.3. We collect and process personal data to maintain and administer the service. In this
policy, our personal data processing operations are thoroughly defined. The extent of data
processing may depend on the different versions of the services.

2. Definitions
2.1. “Personal Data” means any information relating to an identified or identifiable natural

person (data subject); an identifiable natural person is one who can be identified, directly
or indirectly, in particular by reference to an identifier such as a name, an identification
number, location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity of that natural
person

2.2. “Processing” Means any operation or set of operations which is performed on personal
data or on sets of personal data, whether or not by automated means, such as collection,
recording, organization, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction

2.3. The definitions used in this Policy shall have the same meaning as in the General Data
Protection Regulation (GDRP) (EU) 2016/679.

3. Cloudpoint as the data processor
3.1. Cloudpoint acts as a personal data processor in respect of the service with regard to end

users’ personal data. Cloudpoint processes end-users data only in accordance with the



DPA and with the Customer’s instructions. The Customer is responsible for its own
activities as the Data Controller and follows appropriate data protection and security
practices.

3.2. Cloudpoint does not use the end users' personal data for its own purposes.
3.2.1. Cloudpoint can use anonymous data collected in the service for its own purposes,

such as service development.
3.3. The customer is responsible for ensuring that the legal basis for the processing is met,

and ensures that the data subjects rights are fulfilled.

4. Whose data do we process and why?
4.1. The service processes the personal data of Customer(s) and end-users, such as teachers

and learners.
4.2. The personal data is being processed for the provision of the service.
4.3. The Customer contact person's personal data will be processed for the purpose of

maintaining the customer relationship in accordance with Cloudpoint’s Customer Privacy
Statement. (Cloudpoint Oy asiakasrekisteriseloste).

5. Types of personal data processed
5.1. Cloudpoint processes the following personal data, which are necessary for the

functionality of the service.

5.2. Edudata Compliance & Compliance Service
Roles: Student, Teacher, Teacher+, Draftsman, Decision Maker, Customer admin

● First name
● Last name
● Email address
● IP-address
● Login data
● Browser details
● Device Data
● 3rd party service login information
● Edudata ID
● language
● User creation date
● User last login
● Profile picture
● Role of the user
● Organisation (Customer name) name and domain

6. Purpose for which the personal data is processed and the legal basis for the processing
6.1.1. We process and store personal data with appropriate measures.
6.1.2. We process the personal data for the provision of the service in alignment with the

DPA between the Company and the Customer.
6.1.3. Personal data is processed for the following purposes;

● For the provision of the service
● For handling questions, support requests and complaints sent to us

https://docs.google.com/document/d/1iCj8iQrXj46ckOExfyCW70ia_LxKn69tbB8jFozh4Kk/edit


● To investigate possible illegal activity in the service (ensuring the legal use
of the service is in our interest)

● To protect the security of the service, to detect suspicious activity, or other
illegal activity

6.1.4. Anonymous data will be used for the following purposes;
● To analyze the use of the service and to develop the service by solving

possible technical problems (providing the best possible product is in our
interest)

7. With whom do we share data?
7.1. We do not share information with anyone other than:

● To third-party service providers, such as hosting service providers, so that these
parties can provide their services for us.

● If we have a legal obligation to disclose the information (for example, a court
order); or

● If another company purchases our company, the company becomes insolvent or
merges with another company, then the company receiving the data undertakes to
protect the data in a similar way.

○ If this happens, we will take appropriate steps to contact the Customer. If
the Customer is not satisfied with the data transfer, they may contact us
and terminate the contract with a 30-day notice period. In that situation,
personal data will not be transferred to another company.

7.2. Subprocessors
7.2.1. We use the following subprocessors. A data processing agreement has been

concluded with the subcontractors;

● Google Cloud – Cloud service: All users
● Hubspot – Contact: Contact persons, support tickets

8. Data transfers
8.1. Personal data is stored on servers located in the European Economic Area. As a rule,

there are no regular transfers of personal data beyond the EEA.
8.2. In case personal data is being transferred outside the EEA by subprocessors, the

Processor ensures that the level of data protection is ensured for example with the
Standard Contractual Clauses approved by the EU Commission as well as additional
technical safeguards, such as encryption.

9. Security measures
9.1. We use technical and organizational measures to protect personal data from unauthorized

access, use, theft and loss. Only those of our employees who need the personal data to
administer the Customer’s accounts have access. The data is transferred securely with an
SSL-encrypted connection, and it is stored in the Google Cloud service in compliance with
Google’s security model. More information can be found at the following link; Security
whitepapers | Google Cloud.

9.1.1. No system or electronic data is completely secure, despite the fact that we take
precautions to protect the data we process. All transfers of personal data take
place at the Customer’s own responsibility and we assume that the Customer
follows appropriate security measures to protect personal data.

https://cloud.google.com/docs/security
https://cloud.google.com/docs/security


9.1.2. If there is reason to suspect that the security of accounts or that the personal data
has been compromised, the Customer must notify us immediately using the
contact information found at the beginning of the policy.

9.2. In addition, the information security of our service and our data protection measures are
reviewed regularly, and only our authorized employees have access to the information.

9.3. Cloudpoint employees have a separate non-disclosure agreement.
9.4. Technical data protection measures include:

9.4.1. Our office is access controlled, guarded and has 24/7 camera surveillance.
9.4.2. Strong two-factor authentication is used in all logins by using U2F-keys. The use

of strong authentication keys is required.
9.4.3. The workstation’s disks are encrypted and the access is limited only to

Cloudpoint’s staff.
9.5. If personal data has been disclosed without permission, we will notify the Customer of this

by email and investigate such disclosure as required by our legal obligations.
9.6. Following security measures are implemented in the software development process;

● Security aspects highlighted in orientation of new employees
● Security-related training provided to developers via Google Cloud certifications
● Access to code repositories only by approval of a senior developer
● Local development only in laptops with encrypted disks
● Peer review to the code
● Regular vulnerabilities check and update of software libraries
● Regular monitoring of news channels about cyber-threats and vulnerabilities
● Documentation

10. Data subject rights
10.1. Data Subjects have the rights as stipulated in the General Data Protection Law. These

rights are e.g. (the right to receive information about the processing of your personal data
and the right to access)

10.2. The data subject can exercise its rights by contacting the provider of the education.
10.2.1. If Cloudpoint receives a request from a data subject that relates to Customer

Personal Data, Cloudpoint will: (a) advise the data subject to submit their request
to Customer; (b) promptly notify Customer; and (c) not otherwise respond to that
data subject’s request without authorization from Customer.

10.3. If necessary, Cloudpoint supports the Customer in meeting the Data Subject requests.

11. Data retention and deletion
11.1. Personal data is processed in a Cloud Storage Space owned and controlled by the

Customer, or in one or more cloud services, depending on the situation.
11.2. We attempt to process personal data as little as possible in line with the data minimisation

principle. Personal data will be retained only for as long as they are necessary in meeting
the purposes disclosed above. If necessary, we may also retain personal data for as long
as necessary in meeting our legal obligations under the applicable law.

11.3. The retention period of personal data varies according to the personal data group and in
particular;

11.3.1. Decisions and requests related to data protection risk assessments of the
application and/or service are stored for 3 years.

11.3.2. Edudata’s Log-in information is stored for 30 days
11.3.3. User data is deleted from the user database automatically when 366 days have

passed since the last login information was updated to the system
11.3.4. Personal data is deleted within 180 days when the Main Agreement ends or is

terminated unless we are under a statutory obligation to retain the personal data
after the termination of the Main Agreement.



11.3.5. When a user logins with an M365 or Google Workspace account into Edudata, the
student role is automatically assigned to the user. The user can request a
colleague to give the user a teacher or other required role. If the request is denied
or not responded within 30 days, the user information is deleted from the Edudata
user database

● If the request is approved the user role is updated and the 366 days rule above
will be applied.

11.3.6. Edudata ID is created for the user when the user signs in to the Service for the first
time.

11.3.7. The user data is stored in a pseudonymized table.
11.3.8. Pseudonymized Edudata ID and user data are stored in separate databases.
11.3.9. Data stored in the Big Query are pseudonymized.

11.3.10. Data stored in the Firestore are not pseudonymized.

11.3.11. When 366 days have passed since the latest login information update to the
system, the link between Big Query, Firestore and Edudata ID is removed.
Personal data is deleted from the Firestore and it is no longer possible to identify
an individual with the data in the Big Query.

11.3.12. When the data deletion process has started, system log data will be deleted in 180
days.

12. Changes to the Privacy Policy
12.1. We reserve the right to make changes to this policy. All changes take effect immediately

after they are announced. We ask the Customer to review this policy regularly for possible
changes.

12.2. We will not reduce or limit your rights under this Policy, and we do not use personal data
for purposes that are not stated in this policy, and we also do not reduce the level of data
security without the Customer's consent.

12.3. If this Privacy Policy changes materially, we will announce the changes more prominently
in our service and notify you of these changes in advance by email.

13. Questions
13.1. If you have questions or comments regarding this Privacy Policy, you can contact us using

the contact information found at the beginning of this document.


